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Who is Certiprof®?

Certiprof® is a certifying entity founded in the United States in 2015, currently located in Sunrise, Florida.

Our philosophy is based on the creation of knowledge in community and for this purpose its collaborative
network is formed by:

* Our Lifelong Learners (LLL) identify themselves as Continuous Learners, demonstrating their unwavering
commitment to lifelong learning, which is vitally important in today's ever-changing and ever-expanding
digital world. Regardless of whether or not they win the exam.

* Universities, training centers, and facilitators around the world are part of our network of CPLS (Certified
Partner For Learning Solutions).

* Authors (co-creators) are industry experts or practitioners who, with their knowledge, develop content for
the creation of new certifications that respond to industry needs.

* Internal Staff: Our distributed team with operations in India, Brazil, Colombia and the United States is in
charge of overcoming obstacles, finding solutions and delivering exceptional results.
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Our Affiliations

Memberships
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IT Certification Council - ITCC

Certiprof® is an active member of ITCC.

One of the importance of being part of the ITCC is how industry leaders collaborate with each
other in an open format to explore new or different ways of doing business that inspire and
encourage innovation, establishing and sharing best practices that allow us to extend that
knowledge to our community. Certiprof has contribute with white papers in the Career Path
Ways Taskforce a taskforce that was implemented internally to offer students with the
opportunity to know what path to take after a certification.
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Agile Alliance

Certiprof® is a corporate member of the Agile Alliance.

By joining the Agile Alliance corporate program, we continue
to empower people by helping them reach their potential /

through education. Every day, we provide more tools and

resources that enable our partners to train professionals llla ’ e
who seek to enhance their professional development and

skills.

https://www.agilealliance.org/organizations/certiprof/

CORPORATE
MEMBER
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Credly

This alliance allows individuals and companies certified or
accredited with Certiprof® to have a worldwide distinction through a
digital badge.

Credly is the world's largest badge repository, and leading
technology companies such as IBM, Microsoft, PMI, Nokia, and

Stanford University, among others, issue their badges with Credly.

Companies issuing knowledge validation badges with Credly:

by Pearson
° IBM
* Microsoft
* PMI

®* Universidad de Stanford
* Certiprof

CAPC™ Version 072024




Digital Badges

c certiprof

'?fi'fHJT‘HlIJ}IKING According to a study by the IT Certification Council
TR (ITCC), people knew little about digital badges years
ago. Today, large companies and educational
institutions around the world issue badges.
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Digital badges contain detailed metadata about
who earned them, the competencies required, and
the organization that issued them. Some badges are
even linked to the activities needed to attain them.

For companies and educational institutions, badges
and the information they provide are so important
that many decisions, such as hiring or admission
decisions, are based on the data they provide.

Digital Badges:
What Are They?
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Why are they important?

* Ease of Sharing and Verifying Achievements:

Digital badges allow professionals to showcase and
verify their achievements instantly and globally.
According to a Credly report, LinkedIn profiles with
digital badges receive 40% more attention from
recruiters and employers.

* Visibility on Digital Platforms:

In a survey conducted by Pearson and Credly, 85% of
users who earned digital badges shared them on
LinkedIn, and 75% reported that this improved their
professional credibility in their networks. In addition,
76% of employers surveyed said that digital badges
help them quickly identify specific skills.
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Why are they important?

* Hiring Impact:

A study by the International Project Management
Association (PMI) found that candidates who display
project management digital badges are 60% more
likely to be hired compared to those who only mention
their skills without digital verification.
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Why are they important?

¥

"~ * Personal Brand Empowerment:

Digital badges’ instant visibility and verification allow
professionals to demonstrate their skills and build a
solid personal brand. According to a Linkedin study,
professionals who use digital badges are 24% more
likely to advance in their careers.

Certification and digital badges validate knowledge
and are powerful tools for continuous improvement
and employability. In a world where lifelong learning
has become the norm, these credentials are key to
professional development and competitiveness in the
- global job market.

e,
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Not all badges are created equal, and at Certiprof, we
are committed to offering you more than just digital
recognition. By earning a badge issued by certiprof, you
will receive validation of your knowledge backed by one

of the world's leading professional certification bodies.

Take the next step and earn the badge that will open

doors and position you as an expert in your field.

CAPC™ Version 072024
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Why getting your certificate is essential?

Proof of Expertise: Your certificate formally acknowledges
the skills and knowledge you've acquired. It serves as
verifiable proof of your qualifications and demonstrates
your commitment to excellence in your field.

Credibility and Recognition: In today’'s competitive job
market, employers and peers value credentials that
distinguish you from others. A certification certificate from a
recognized institution, like Certiprof, provides instant
credibility and boosts your professional reputation.

Career Advancement: Having your certificate can open
doors to new opportunities. Whether it's a promotion, a raise,
or landing a new job, certifications are critical differentiator
employers look for when evaluating candidates.

certiprof
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Why getting your certificate is essential?

* Networking Opportunities: Holding a certificate connects you
with a network of certified professionals. Many organizations
have alumni or networking groups where you can share
experiences, exchange ideas, and grow your professional
circle.

G- certiprof®
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Frofessional Ger ification

* Personal Achievement: Earning a certification is a significant
accomplishment, and your certificate is a tangible reminder of cortipee
TU N?MBRE AQui

the hard work, dedication, and progress you've made. It's e
something you can be proud of and showcase to others. .
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Badge

CYBERSECURITY
AWARENESS

-

Earn this Badge

Cybersecurity Awareness Professional
Certification - CAPC

Issued by Certiprof

The holders of this badge have validated and demonstrated a comprehensive understanding of
cybersecurity principles and best practices. This badge highlights the individual's ability to
recognize and address common cyber threats, implement effective protective measures, and
contribute to a secure digital environment. They understand the importance of cybersecurity and

its economic and legal implications.

Learn more

[ Certification £ Advanced @® Hours S Paid

Skills

‘ Adapability ’ ‘ Collaboration ‘ Communication ‘ Critical Thinking ’ ‘ Incident Response

‘ Leadership ’ ‘ Risk Management ’

https://www.credly.com/org/certiprof/badge/cybersecurity-awareness-professional-certification-
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Lifelong Learning

* Certiprof has created a special badge to recognize consistent
learners.

° By 2024, more than 1,000,000 of these badges have been
issued in over 11 languages.

Purpose and Philosophy

°* This badge is intended for people who firmly believe
education can change lives and transform the world.

* The philosophy behind the badge is to promote commitment
to lifelong learning throughout life.

Accessing and Earning the Badge

* The Lifelong Learning badge is awarded at no cost to those
who identify with this approach to learning.

* Anyone who considers themselves to be a lifelong learner can
claim their badge by visiting:

certiprof

LIFELONG LEARNING

~
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SHARE AND VERIFY
YOUR LEARNING
ACHIEVEMENTS
EASILY

#CAPC #certiprof

certiprof’

LIFELONG LEARNING

N

CYBERSECURITY
AWARENESS

N




Module 1: Introduction to C




Welcome to the Cybersecurity Awareness
Course and Certification Program

Introduction to the Course

Setting the Stage for
Cybersecurity Learning

Duration: 6 Hours

CAPC™ Version 072024 @'



Instructor Introduction

- Name: [Instructor Name]

- Background and Experience:
 Professional background
- Key achievements in cybersecurity
« Relevant certifications and expertise

« Contact Information:
« Email: [Instructor Email|
- Office hours and availability
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Course Objectives

Understand the importance of cybersecurity
«  Why cybersecurity matters in today's digital world

Learn about common threats and vulnerabilities
- Identify different types of cyber threats

« Understand common vulnerabilities in systems and
networks

= ob.select= 1
ber_ob.select=1
S text . soene . objects. actiee

Implement protective measures

- Best practices for safeguarding devices and
information

ected™ + str{modifiee
[+

Respond to security incidents effectively
- Steps to take when a security breach occurs

Ensure compliance with security policies and regulations
« Overview of key cybersecurity laws and regulation
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Course Expectations

Vi

Active
Participation:

Engage in
discussions and
activities

Ask questions and
share experiences

S

Course Materials:

Review provided
materials before
each session

Complete assigned
readings and
exercises

v/

Assessment:

Pass the final
certification exam

Demonstrate
understanding of key
concepts through
quizzes and activities

NS

I",

Continuous
Learning:

Stay updated with
the latest
cybersecurity trends
and practices
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Why this certification?
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Canada's oil and gas sector faces a growing risk from cyberattacks, with ransomware
and supply chain attacks posing a significant threat.
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energy supply chains, as attacks rise
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Recognizing the critical importance of securing the operational technologies (OT) that
manage and operate essential energy systems,...
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m Canada's National Observer

Attacks with geopolitical motives have steadily risen since Russia's full-scale
invasion of Ukraine in February 2022, the EU cybersecurity chief said.
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Why do we have it at Certiprof?

CertiProf has been actively involved in the creation of cybersecurity materials through
collaborations with recognized organizations and the use of established frameworks.

Participation in Key Cybersecurity Spaces

° CertiProf is a member of the National Cybersecurity Alliance and participates in
initiatives such as CyBOK (Cybersecurity Body of Knowledge), ensuring that its
materials are aligned with best practices and the latest developments in
cybersecurity.

Use of Frameworks and International Standards

* CertiProf materials are based on recognized frameworks such as NIST (National
Institute of Standards and Technology) and US. Government Security Agency
guidelines, ensuring that certifications provide up-to-date and relevant knowledge
and skills for professionals in the field of cybersecurity.

I/’ NATIONAL
America’s Cyber Defense Agency CyBG K M s § CYBERSECURITY

NATIONAL COORDINATOR FOR CRITICAL INFRASTRUCTURE SECURITY AND RESILIENCE
ALLIANCE
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Module 2: Basic Concepts of
Cybersecurity




Basic Concepts of Cybersecurity

o

* Introduction to Core + Understanding
Concepts Cybersecurity
Fundamentals
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What is Cybersecurity?

- Definition:
* Cybersecurity is the practice of
protecting systems, networks, and
programs from digital attacks.
* Key Areas:

- Protecting sensitive information from
unauthorized access.

« Ensuring the integrity and availability of
data.

- Safeguarding against cyber threats such
as hacking, phishing, and malware.
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Importance of Cybersecurity in Today's Environment

- Increasing Threats:
- Growth in cyber threats targeting

individuals, businesses, and
governments.

 Rise in sophisticated attacks such as
ransomware and advanced

persistent threats (APTs).
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Importance of Cybersecurity in Today's Environment

- Economic Impact:

- Financial losses due to data
breaches and cyber-attacks.

« Cost of recovery and reputational
damage to organizations.
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Importance of Cybersecurity in Today's Environment

- Legal and Regulatory Requirements:

« Compliance with laws such as
GDPR, HIPAA, and other
cybersecurity regulations.

« Importance of protecting
personal data and maintaining
customer trust.
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Differences Between Cybersecurity and Information Security

« Cybersecurity:

- Focuses on protecting digital data and systems from
cyber threats.

- Encompasses measures to defend against hacking,
malware, and other cyber attacks.

* Information Security:

- Broader scope that includes protection of all forms of
information (digital, physical, etc.).

- Involves ensuring confidentiality, integrity, and
availability of data regardless of the medium.
- Overlap and Integration:
« Cybersecurity is a subset of information security.

- Both aim to protect information assets but from
different perspectives and threats.
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Expanding on Key Concepts

- Implementing firewalls, antivirus software, and
intrusion detection systems (IDS).

« Conducting regular security audits and
vulnerability assessments.

- Data encryption, access controls, and physical
security measures.

- Developing and enforcing security policies and
procedures

- Comprehensive security strategy requires
integrating both cybersecurity and information
security measures.

« Holistic approach ensures protection from a
wide range of threats, both digital and physical.
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Module 3: Principles of Cybe



Principles of Cybersecurity

« Understanding Core - Essential Frameworks
Security Concepts and Practices
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Confidentiality, Integrity, and Availability (CIA)

- Confidentiality:

« Definition: Ensuring that information is accessible only to those
authorized to access it.

- Examples: Encryption, access controls, and authentication
mechanisms.
* Integrity:
- Definition: Ensuring the accuracy and completeness of data.
- Examples: Hash functions, checksums, and version control.
* Availability:

« Definition: Ensuring that information and resources are available to
authorized users when needed.

- Examples: Redundancy, failover mechanisms, and regular

Maintenance.
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Defense-in-Depth Principles

- Layered Security:

 Definition: Implementing multiple layers of security controls throughout an IT
system.

- Examples: Firewalls, intrusion detection systems (IDS), and antivirus
software.

« Multiple Barriers:

« Concept: No single security measure is infallible. Multiple barriers increase
security.

+ Examples: Combining physical, technical, and administrative controls.

- Redundancy and Diversity:
« Redundancy: Having backup systems and data to ensure availability.
- Diversity: Using different types of security measures to protect against a
variety of threats.
- Real-World Application:
- Example: A company uses firewalls, intrusion detection systems, and
| ini CAPC™ Version 072024 @'




Best Practices in Information Security

-+ Strong Password Policies:
« Guidelines: Use complex passwords, change them regularly, and avoid reuse.
« Tools: Password managers to securely store and generate passwords.

« Regular Updates and Patching:

« Importance: Keeping systems and software up to date to protect against
vulnerabilities.

« Practice: Implementing a patch management process.

- User Education and Training:

- Focus: Regularly training employees on recognizing phishing attempts and
secure handling of information.

- Programs: Ongoing cybersecurity awareness programs
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Best Practices in Information Security

« Access Controls:

- Implementation: Using role-based access control (RBAC) to limit access
based on user roles.

« Examples: Restricting access to sensitive data to only those who need it.

- Data Encryption:
« Purpose: Protecting data at rest and in transit.
- Tools: Using SSL/TLS for secure communications and encryption software for
data storage.
* Incident Response Planning:
« Preparation: Developing and regularly updating an incident response plan.
- Steps: Identifying, responding to, and recovering from security incidents.
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Expanding on Key Practices

« Continuous Monitoring:

Tools: Implementing Security Information
and Event Management (SIEM) systems.

Benefits: Real-time analysis of security
alerts and proactive threat detection.

- Physical Security Measures:

Controls: Implementing access controls,
surveillance, and secure disposal of
physical documents.

Importance: Ensuring that physical
access to sensitive systems and data is
restricted.

CAPC™ Version 072024

(=



Expanding on Key Practices

« Audit and Compliance:

« Processes: Conducting regular security
audits and compliance checks.

« Standards: Adhering to industry
standards such as ISO 27001, NIST, and
GDPR.

- Risk Management:
« Approach: Identifying, assessing, and
mitigating risks.
« Tools: Using risk assessment frameworks

and regularly reviewing risk management
strategies.

CAPC™ Version 072024
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NIST / Leader

What is NIST (National Institute of Standards and Technology)

NIST is an agency of the U.S. Department of Commerce that develops and promotes technology,
metrology and innovation standards to improve the competitiveness and quality of life for Americans.

NIST provides guidelines and standards that are widely recognized and used in the cybersecurity
industry, such as the Cybersecurity Framework, which helps organizations manage and reduce
cybersecurity risks.

Importance of the Cybersecurity Leader Role

- Responsibility: A cybersecurity leader is crucial for leading and
coordinating efforts to protect an organization's digital assets, ensuring CertiProf
the implementation of effective security measures, and complying with Professional Knowledge

regulations.

Strateaic Visi Thi le includes identifvi . th N . LEAD CYBERSECURITY
. rategic Vision: This role includes identifying emerging threats, assessing

risks, and adopting innovative technologies and practices to protect W\—PC/« SCAN ME

against cyber attacks.

- Example and Leadership: Cybersecurity leaders establish the security https://certiprof.com/products/lead-
culture within the organization, educating and motivating staff to follow cybersecurity-professional-certificate-
secure practices and be aware of potential threats. Icspc
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Module 4: Common Threats
Vulnerabilities




Common Threats and Vulnerabilities

- Identifying and Understanding Key Threats
« Recognizing Vulnerabilities in Systems
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Types of Threats

- Overview:
« Various types of cyber threats pose
risks to individuals and organizations.

* Understanding these threats is
essential for effective cybersecurity.
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Malware

- Definition:

e « Malicious software designed to disrupt,
damage, or gain unauthorized access to
systems.

int{~please select exacthy
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Malware

- Types of Malware:

« Viruses:
+ Function: Attaches to clean files and spreads throughout the system.
« Example: Infecting executable files or programs.

« Worms:
« Function: Self-replicating and spreads without human intervention.
- Example: Exploiting vulnerabilities to spread across networks.

« Trojans:

- Function: Disguises itself as legitimate software but contains
malicious code.

- Example: Backdoors allowing unauthorized access.

* Ransomware:
» Function: Encrypts data and demands ransom for decryption.
« Example: WannaCry attack.
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Phishing and Social Engineering Attacks

 Phishing:
- Definition: Deceptive attempts to obtain
sensitive information via email or websites.

- Examples: Fake emails from trusted sources,
fraudulent websites mimicking legitimate
ones.

« Types:
- Spear Phishing: Targeted attacks on
specific individuals or organizations.
- Whaling: Targeting high-profile
individuals like executives.
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Phishing and Social Engineering Attacks

- Social Engineering:
 Definition: Manipulating individuals into
divulging confidential information.
« Techniques:

- Pretexting: Creating a fabricated
scendrio to obtain information.

- Baiting: Offering something enticing to
gain access to information.

- Tailgating:  Gaining  unauthorized
access by following  authorized
personnel.

CAPC™ Version 072024

(=




Denial-of-Service (DoS) and Distributed Denial-
of-Service (DDoS) Attacks

« Definition: « Definition: Using « Prevention:
Overwhelming a multiple compromised Implementing firewalls,
system with traffic to devices to launch a intrusion detection
make it unavailable. coordinated DoS systems, and rate

. Impact: Disruption of attack. limiting.
services and potential « Impact: Greater scale « Response: Having a
financial losses. and more difficult to response plan and

. Example: Flooding @ mitigate. using DDoS protection
server with requests to - Example: Botnets used services.
exhaust resources to generate massive

traffic to target
systems.
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Expanding on Key Threats

- Malware Protection:

- Best Practices: Regularly update software, use antivirus
programs, and educate users.

- Tools: Antivirus software, firewalls, and endpoint
protection platforms.

 Phishing Prevention:

- Best Practices: User education, email filtering, and muilti-
factor authentication (MFA).

- Tools: Email security solutions and anti-phishing
software.

- DDoS Mitigation:
- Best Practices: Redundancy, load balancing, and DDoS
mitigation services.

« Tools: Cloud-based DDoS protection and traffic analysis

tools.
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Module 5: Common Vulne




Common Vulnerabilities

+ ldentifying Vulnerabilities in Systems

« Understanding the Impact of Various
Vulnerabilities
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Software and Hardware Vulnerabilities

- Software Vulnerabilities:

- Definition; Flaws or weaknesses in software that
can be exploited by attackers.

« Examples:

- Buffer Overflows: Exceeding the buffer's
boundary to overwrite adjacent memory.

« SQL Injection: Injecting malicious SQL queries
via input fields.

- Cross-Site Scripting (XSS): Injecting malicious
scripts into web applications.

=1
o
3

- Mitigation:
- Regular software updates and patch
management.
+ Secure coding practices and code reviews. S ,
- Use of web application firewalls (WAF). /) L T
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Software and Hardware Vulnerabilities

- Hardware Vulnerabilities:

e Definition: Flaws or weaknesses in hardware
components that can be exploited.

« Examples:

- Meltdown and Spectre: Exploiting CPU design
flaows to access sensitive data.

« Firmware Vulnerabilities: Flaws in firmware
that can be exploited to gain control over

= E hardware.
s (SN « Mitigation:
g _:Tl”'—_,'—'—"'"' + Keeping firmware updated.
' T T 2 - « Implementing hardware security modules
. o= (HSM).

- Using hardware with built-in security

features.
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Configuration Issues

- Configuration Issues
« Misconfigurations:

- Definition: Incorrect settings or configurations that
weaken security.

« Examples:

- Default Passwords: Using default passwords that are
easily guessable.

« Unsecured APIs: Exposing APIs without proper security
measures.

« Open Ports: Leaving unnecessdary ports open, making
them susceptible to attacks.

 Mitigation:
« Regular configuration audits.

+ Using automated tools to check for
misconfigurations.

+ Following best practices for secure configurations.
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Configuration Issues

- Configuration Management:

 Importance: Ensuring all systems and
applications are configured securely.

« Best Practices:

« Maintaining an inventory of all
configurations.

 Implementing configuration
management tools.

« Regularly reviewing and updating
configurations.
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Human Errors and Their Impact on Security

* Phishing Susceptibility: Falling victim to phishing scams due to lack of awareness.

« Weak Passwords: Using easily guessable passwords or reusing passwords across
multiple accounts.

- Unintended Data Exposure: Accidentally sharing sensitive information.

 Breach Incidents: Human errors can lead to significant data breaches and security
incidents.

« Financial Losses: Costs associated with mitigating breaches caused by human
errors.
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« Training and Awareness: Regular cybersecurity training and awareness programs
for employees.
- Strong Policies: Implementing and enforcing strong security policies.

« Automation: Using automated tools to minimize the risk of human error.
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Expanding on Key Vulnerabilities

« Vulnerability Management:

- Best Practices: Regular vulnerability assessments
and penetration testing.

- Tools: Vulnerability scanners and security
information and event management (SIEM)
systems.

- Configuration Security:

« Best Practices: Following industry standards and
guidelines for secure configurations.

« Tools: Configuration management tools and
security baselines.

« Human Error Reduction:

 Best Practices: Continuous education and
awareness, implementing a security-first culture.

« Tools: Phishing simulation platforms and user
behavior analytics.
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Module 6: Protective Measu
Practices




Protective Measures and Best Practices

- Implementing Effective - Ensuring Comprehensive
Security Strategies Protection
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Device and Network Protection

« Ensuring the Security of Devices and
Networks

- Key Strategies for Effective Protection
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Use of Antivirus and Security Software

« Function: Detects, prevents, and - Types:
removes malware.  Firewalls: Monitor and control

- Best Practices: Regularly update incoming and outgoing network
antivirus software, perform frequent traffic.
scans, and use reputable programs - Intrusion Detection Systems

(IDS): Detect unauthorized
access or anomalies.

« Implementation: Combine multiple
security tools for layered protection.
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Secure Configuration of Wi-Fi Networks

internet > Wi-Fi > Manage kno
- Basic Configuration:

 SSID: Change default SSID to something Ao e i 5
Unique. Connection  Security
- Encryption: Use WPA3 encryption for wor _
. . Security type: [No authentication (Open) -
mMaximum security. (B
o |WPA2-Persanal
- Passwords: Use strong, unique

|WPA3-Enterprise

passwords for Wi-Fi access. it
- Advanced Configuration:

- Network Segmentation: Separate guest
networks from main networks.

- Hidden SSID: Optionally hide the SSID
from public view.

- MAC Filtering: Allow only known devices
to connect.

| oK | Concel
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Importance of Updates and Security Patches

- Software Updates:

- Definition: Regularly updating software to
the latest versions.

Purpose: Fixes vulnerabilities, adds new
features, and improves performance.

« Security Patches:

- Definition: Patches specifically designed to
fix security vulnerabilities.

Best Practices: Enable automatic
updates, regularly check for patches,
and apply them promptly.

Windows Security

<&

= Security at a glance

@ Home See what's happening with the security and health of your device
and take any actions needed.

O Virus & threat protection

& Account protection

(@ Firewall & network protection Q @
A
N

B App & browser control Vi
O Device security
% Device performance & health

& Family options

D Protection history

App & browser control Device security

The settings to block potentially View status and manage
unwanted apps are turned off. hardware security features.
Your device may be vulnerable.

Turn on
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Personal and Professional Information Security

* Protecting Sensitive Information in
Personal and Professional Contexts

- Key Practices for Ensuring Information
Security
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Creating and Managing Strong Passwords

o= Google Password Manager Q Search passwords
- Strong Passwords:
@  Passwords Passwords L .
« « Characteristics: Long, complex, and unique
& Checkup . % Windows Security

for each account.
- Examples: Use a mix of letters, numbers,

L Settings

Google Chrome

Google Chrome is trying to show passwords. Type your Windows

password to allow this. and special characters.
. - Password Management:
D  Tools: Use password managers to generate
Scan your finger on the fingerprint reader. and store passwords securely.
More choices  Practices: Avoid using the same password
for multiple accounts, regularly update
coneel passwords.
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Use of Multi-Factor Authentication (MFA)

-

- MFA: Requires two or more verification factors to gain access.

- Examples: Password plus a code sent to a mobile device, biometrics.

-

- Security: Adds an extra layer of protection even if one factor is
compromised.

- Implementation: Enable MFA on all critical accounts and systems.
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Secure Email and Attachment Management

- Email Security:

- Best Practices: Be cautious of unsolicited
emails, verify sender information, and
avoid clicking on suspicious links.

- Attachment Security:

- Guidelines: Do not open attachments
from unknown sources, use antivirus to
scan attachments, and enable emaiil
filtering.

CAPC™ Version 072024 @'




Safe Internet Browsing

» Ensuring Safe and Secure Online
Activities
- Best Practices for Safe Browsing

CAPC™ Version 072024 @'




Identifying Secure Websites

- Indicators of Secure Websites:
« HTTPS: Ensure the website URL begins
with “https://".
- Padlock Icon: Look for the padlock icon
in the address bar.
- Certificates:

« SSL/TLS Certificates: Verify the validity of
the website's security certificate.
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Preventing Online Fraud

——————————
- ~§\
’,
’ A
A Y
AY
AY

- Best Practices:
- Be Skeptical: Be wary of too-good-to-be-true

offers.
( - Verify Sources: Verify the authenticity of
websites and emails.

- Personal Information: Do not share personal or
financial information on untrusted sites.
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Use of VPNs and Other Privacy Tools

Add a VPN connection
- VPNSs (Virtual Private Networks): VN provider

 Function: Encrypts internet connection and masks Hindens (Gule -
IP GddreSS. Connection name

« Benefits: Provides secure access to sensitive data
Ond protects priVOCy' Server name or address

ExpressVPN

Claim your FREE 30 days of
ExpressVPN now

RATED THE BEST VPN BY CNN, TECHRADAR, THE VERGE, AND MORE

VPN type

Automatic v

Type of sign-in info

O Work securely anywhere

Whether you're working from home or on-the-go, ExpressVPN keeps your
internet traffic private — ensuring your sensitive data stays secure.

Username and password v

Username (optional)
@ Access any content

Surf the internet with freedom and access global content in one click with
ExpressVPN.

% Take online gaming to the next level

Make the most of all your favorite games with blazing speeds, unlimited
bandwidth, and improved connectivity. ExpressVPN helps lower ping and
minimizes lag for the ultimate gaming experience.

e Get 30 Days Free

NO CREDIT CARD REQUIRED

Password (optional)

e ExpressVPN Save Cancel
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Use of VPNs and Other Privacy Tools

‘OTHER PRIVACY TOOLS:

« Other Privacy Tools:

- Ad Blockers: Prevent tracking by
advertisements.

- Browser Extensions: Use privacy-
focused browser extensions to
enhance security.
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Module 7: Incident Respons
Practices




Incident Response and Best Practices

- Effective Management of Security Incidents
+ Creating a Proactive Security Culture
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Incident Detection and Response

+ Key Steps for Identifying and Handling Security Incidents
+ Ensuring Quick and Effective Response
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Security Incident Management Framework

Analyze

How will the organization determine
how widespread the incident is?
How about the severity of the incident?

Detect

Select a detectable threat to be the
focus of the new incident workflow,

Prepare

Identify the appropriate resources
available to best handle an incident.
Does this include people outside of IT?

Contain

Mow that it knows the spread, how will the
organization isolate the threat before it can
cause additional damage?

Eradicate

Now that the incident has been contained,
how will the organization eliminate the threat
from the operating environment?

Recover

Now that the threat has been eradicated,
how will the organization restore impacted
systems to a normal state of operations?

Post-Incident
Activities
Close out the workflow by identifying which

post-incident activities will need to occur
and who will lead those exercises

CAPC™ Version 072024




What to Do in the Event of a Security Incident

« Initial Steps:
- Identification: Recognize the signs of a security incident.

- Containment: Limit the impact of the incident by isolating affected
systems.

- Immediate Actions:

- Notify: Inform the relevant stakeholders and incident response
team.

- Preserve Evidence: Ensure that all logs and data related to the
incident are preserved.

- Communication:

* Internal Communication: Keep the incident response team and key
stakeholders updated.

- External Communication: Prepare statements for customers,

partners, and the public if necessary.
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Response and Recovery Protocols

 Incident Response Plan:
 Preparation: Develop and regularly update an incident response plan.

- Response Phases: Follow a structured approach: Preparation,
Identification, Containment, Eradication, Recovery, and Lessons Ledarned.

- Recovery Steps:
- Eradication: Remove the cause of the incident (e.g., malware).
- Restoration: Restore systems to normal operation.
- Validation: Verify that systems are secure and functioning correctly.
« Post-Incident Actions:
- Review: Analyze the incident to understand what happened and why.
- Improve: Update security measures and response plans based on lessons

learned.
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Importance of Documentation and Incident Reporting

- Documentation:
- Details: Record all actions taken during the incident response.

- Logs: Maintain detailed logs of communications, decisions, and
actions.

- Evidence: Preserve evidence for potential legal or forensic analysis.
 Incident Reporting:

- Internal Reporting: Ensure incidents are reported within the
organization according to protocol.

- Regulatory Requirements: Comply with legal and regulatory reporting
requirements.

- Lessons Learned: Use reports to improve incident response and

security measures.
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Continuous Awareness and Training

- Developing a Security-Conscious Organization
+ Key Strategies for Ongoing Training and Awareness
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Building a Security Culture Within the Organization

« Leadership Commitment:

« Top-Down Approach: Ensure leadership prioritizes and promotes
cybersecurity.

« Resources: Allocate resources for cybersecurity initiatives.
- Employee Involvement:
« Responsibility: Encourage all employees to take responsibility for security.

- Engagement: Foster a culture of openness and engagement around
security issues.

- Policy Enforcement:
 Clear Policies: Develop clear security policies and enforce them consistently.
- Accountability: Hold individuals accountable for following security practices.
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Ongoing Awareness and Training Programs

« Regular Training:
« Frequency: Conduct regular cybersecurity training sessions.
- Topics: Cover current threats, best practices, and response protocols.
- Awareness Campaigns:
« Methods: Use emails, posters, and meetings to raise awareness.
« Focus: Highlight commmon threats such as phishing and social engineering.
- Simulated Attacks:
- Phishing Simulations: Conduct regular phishing tests to educate employees.
- Drills: Perform incident response drills to ensure readiness.
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Additional Resources and Next Steps

e REsources:

« Guidelines: Provide employees with access to cybersecurity guidelines and
resources.

« Tools: Offer tools such as password managers and antivirus software.

« Continuous Improvement: Regularly update training materials and security
measures.

- Feedback: Encourage feedback to improve training programs.
« Stay Informed: Keep up with the latest cybersecurity trends and threats.
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ISO 27001 Lead Auditor Certification

What is ISO 27001

ISO 27001 is an international standard that specifies the requirements for an information security
management system (ISMS). It provides a framework for managing the security of information assets,
ensuring their confidentiality, integrity, and availability.

Importance of the ISO 27001 Security Lead Auditor Role

- Responsibility and Verification: The ISO 27001 Security Lead Auditor is
responsible for assessing and verifying that the organization meets the
requirements of the ISO 27001 standard, which includes reviewing
implemented security policies, procedures, and controls.

- Identification of Improvements: This role is crucial to identify areas for
continuous improvement in the information security management 1SO 27001
system. Lead auditors help organizations strengthen their defenses LEAD AUDITOR
against threats and maintain the effectiveness of their security controls.

- Compliance and Confidence: Lead auditors ensure that organizations
maintain compliance with international and legal standards, which https://certiprof.com/products/certified-iso-iec-
increases customers, partners, and stakeholders’ confidence in the . 27001-lead-auditor-
organization's ability to protect their data and manage security risks. L2700 arvanani=43/400806 20927
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Module 8: Policies and Co




Policies and Compliance

POLICIES & REGUULATONS

* Understanding the Role of Policies and
Regulations in Cybersecurity

- Ensuring Compliance with Legal and Industry
Standards
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Security Policies

- Establishing a Framework for
Organizational Security

« Key Types of Security Policies
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Developing and Implementing Security Policies

- Policy Development:
« Assessment: Identify risks and requirements.
- Creation: Develop policies tailored to organizational needs.
- Review: Regularly review and update policies.
- Implementation:
- Communication: Ensure all employees are aware of policies.
« Training: Provide training on policy adherence.
« Enforcement: Implement mechanisms to enforce policies.
« Examples:
- Password Policies: Guidelines for creating and managing passwords.
 Incident Response Policies: Steps to take in the event of a security incident.
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Acceptable Use Policies (AUP)

- Definition:
- AUP: Rules that define acceptable and unacceptable use of organizational
resources.
« Components:
- Scope: What resources are covered (e.g., internet, email, devices).
+ User Responsibilities: Expectations for user behavior.

- Prohibited Actions: Activities that are not allowed (e.g, illegal downloads,
accessing inappropriate sites).

- Implementation:
- Agreement: Require employees to read and sign the AUP.
- Enforcement: Monitor compliance and enforce consequences for violations.
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Information Access Policies

* Purpose:
- Control: Define who has access to what information and why.

- Protection: Ensure sensitive information is only accessible to authorized
personnel.

- Components:
 Access Levels: Define different levels of access based on roles.
 Authorization: Process for granting and revoking access.
« Monitoring: Regularly review access logs to detect unauthorized access.
+ Examples:
« Role-Based Access Control (RBAC): Assign access based on job roles.
 Least Privilege Principle: Users are granted the minimum access necessary to

perform their job.
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Regulatory Compliance

« Ensuring Adherence to Cybersecurity Laws
and Standards

« Key Regulatory Frameworks and
Compliance Requirements
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Introduction to Cybersecurity Laws and Regulations

- Overview:
- Purpose: Protect data privacy and security.

« Scope: Applies to various industries and types of
data.

- Key Regulations:
- General Data Protection Regulation (GDPR):

« Scope: Applies to data protection and privacy in
the EU.

- Requirements: Consent for data processing, right
to access, and data breach notifications.

 Health Insurance Portability and Accountability Act
(HIPAA):

« Scope: Applies to healthcare data in the US.

- Requirements: Protect patient data, ensure
confidentiality, integrity, and availability.

CAPC™ Version 072024




Data Protection Certification

Importance of Proper Data Protection Management in an
Organization

« Legal Compliance: Organizations must comply with GDPR to avoid
severe fines and penalties. This includes obtaining explicit consent
for data processing, implementing robust security measures, and
reporting security breaches.

« Customer Confidence: Proper management of personal data helps
maintain and increase customer trust. Organizations that diligently
protect their customers’ data can positively differentiate
themselves in the marketplace.

 Risk Mitigation: Implementing the practices recommmended by the
GDPR reduces the risk of security incidents and their negative

consequences, such as financial loss, reputational damage, and  httes.//certiprof.com/products/fundamentos-
na-lei-geral-de-protecao-de-dados-

legal litigation. Igpdf%E2%84%A2
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Introduction to Cybersecurity Laws and Regulations

- Other Regulations:

- California  Consumer Privacy Act
(CCPA): Data privacy law in California.

« Federal Information Security
Management Act (FISMA): Federal data
security standards.
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Compliance with Standards like GDPR, HIPAA, etc.

- GDPR Compliance:
- Data Mapping: Identify where personal data is stored and processed.
« Consent: Obtain and document user consent.

- Data Subject Rights: Implement mechanisms to handle requests for data
access and deletion.

- HIPAA Compliance:
 Risk Assessment: Conduct regular risk assessments.
- Policies and Procedures: Implement and enforce security policies.
- Training: Provide regular training on HIPAA compliance.

- Common Steps for Compliance:

- Gap Analysis: Identify areas where current practices do not meet regulatory
requirements.

- Implementation: Develop and implement necessary policies and controls.
« Monitoring: Continuously monitor and audit compliance efforts.
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Security Audits and Controls

 Purpose:

« Verification: Ensure compliance with security
policies and regulations.

« Improvement: Identify and address security
weaknesses.

« Types of Audits:

* Internal Audits: Conducted by internal staff
to assess compliance and identify issues.

- External Audits: Conducted by third-party
auditors for an unbiased review.
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Security Audits and Controls

L 4

« Audit Process:
« Preparation: Define scope and objectives.

- Execution: Conduct the audit through
interviews, document reviews, and testing.

« Reporting: Document findings and provide
recommendations.

« Controls:

- Preventive Controls: Measures to prevent
security incidents (e.g, firewalls, access
controls).

 Detective Controls: Measures to detect
incidents (e.g., intrusion detection systems).

- Corrective Controls: Measures to correct
and recover from incidents (e.g., backups,
incident response plans).
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ISO 27001 Internal Auditor Certification

Importance of the ISO 27001 Security Internal Auditor Role

- Assessment Responsibility: The ISO 27001 Security Internal Auditor is
responsible for assessing and ensuring that the organization complies
with the requirements of the ISO 27001 standard. This involves
conducting periodic internal audits to identify areas for improvement
and ensure continuous compliance.

RTIFy
< FO

C

Eeri'iprof

essional Knowledge

« Continuous Improvement: This role is crucial for identifying and

addressing weaknesses in the information security management —
. . . ISO 27001 INTERNAL AUDITOR
system. Internal auditors provide valuable recommendations for \-/

continuously improving security practices and minimizing risks.

« Trust and Compliance: Having internal auditors trained and certified

in ISO 27001 helps maintain the trust of customers and business https:/ [certiprof.com/products/certified-iso-

partners. They also ensure that the organization complies with iec-27001-auditor-
international standards and legal regulations, which is critical to i27001a?variant=32820759593059
protecting sensitive information and maintaining the organization's

reputation.
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Cybersecurity in the Corporate Environment

« Implementing Effective Cybersecurity
Practices in Organizations

- Addressing Unique Challenges in Corporate
Settings
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Remote Work Security

« Ensuring Security in Remote  Work
Environments

- Key Strategies and Best Practices
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Best Practices for Secure Remote Work

- Device Security:

 Antivirus and Security Software: Ensure all devices have up-to-date security
software.

- Regular Updates: Keep operating systems and applications updated.
« Encryption: Use encryption for sensitive data and communications.
- Network Security:

 Secure Wi-Fi: Use strong passwords and WPA3 encryption for home
networks.

« VPN: Use Virtual Private Networks (VPNs) to secure internet connections.
- User Practices:

« Phishing Awareness: Train employees to recognize and avoid phishing
scams.

 Strong Passwords: Use complex passwords and avoid reuse.
. Multi-Factor Authentication (MFA): Enable MFA for all critical accounts.
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Use of Personal Devices and BYOD

- BYOD Policies:

- Clear Guidelines: Develop and enforce policies for using personal devices at
work.

- Approved Devices: Maintain a list of approved devices and operating
systems.

- Security Requirements: Ensure personal devices meet security standards
(e.g., antivirus, encryption).

- Data Protection:
- Segregation: Keep work and personal data separate on personal devices.
- Remote Wipe: Implement remote wipe capabilities for lost or stolen devices.
« Access Controls: Restrict access to sensitive data based on user roles and

devices.
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Ensuring Secure Communication and Collaboration Online

« Secure Communication Tools:

- Encrypted Messaging: Use tools that offer end-to-end encryption (e.g.,
Signal, WhatsApp).

- Secure Video Conferencing: Use platforms with robust security features (e.g.,
Zoom with encryption, Microsoft Teams).

- Collaboration Tools:

- Document Sharing: Use secure platforms for sharing documents (e.g.,
Google Drive with proper access controls).

« Access Controls: Implement role-based access to collaboration tools.
- Best Practices:

- Regular Training: Provide ongoing training on secure communication
practices.

« Monitoring: Regularly monitor and audit the use of communication and

collaboration tools.
CAPC™ Version 072024 @'




Cybersecurity for Executives and Leaders

« Understanding the Role of Leadership in
Cybersecurity

- Key Responsibilities and  Strategic
Integration
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Responsibilities of Leaders in Cybersecurity

- Strategic Oversight:
- Vision and Goals: Define the organization’s cybersecurity vision and goals.

- Policy Development: Oversee the creation and implementation of security
policies.

- Resource Allocation: Ensure adequate resources for cybersecurity initiatives.
- Risk Management:
- Risk Assessment: Regularly assess cybersecurity risks and vulnerabilities.

- Mitigation Strategies: Develop and implement strategies to mitigate
identified risks.

- Compliance:

- Regulatory Compliance: Ensure adherence to relevant cybersecurity laws
and regulations.

- Audit and Review: Regularly review and audit security practices and policies.
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Integrating Cybersecurity into Business Strategy

- Alignment with Business Goals:

- Cybersecurity as a Business Enabler: View cybersecurity as a component of
business success.

- Strategic Planning: Integrate cybersecurity considerations into overall
business planning.

- Cross-Department Collaboration:

 Interdepartmental Coordination: Ensure cybersecurity policies are
implemented across all departments.

- Stakeholder Engagement: Engage stakeholders in cybersecurity planning
and implementation.

- Continuous Improvement:

- Adaptive Strategies: Regularly update cybersecurity strategies to address
evolving threats.

 Innovation: Encourage the adoption of new technologies and approaches to

enhance security.
CAPC™ Version 072024 @'




Risk Assessment and Informed Decision-Making

- Risk Assessment:
- Identify Risks: Recognize potential cybersecurity risks to the organization.
- Evaluate Impact: Assess the potential impact of identified risks.
* Prioritize: Prioritize risks based on their severity and likelihood.
- Decision-Making:
 Informed Decisions: Base decisions on comprehensive risk assessments.

- Resource Allocation: Allocate resources to address the highest priority
risks.

« Monitoring and Review: Continuously monitor risk environment and
adjust strategies as needed.
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Introduction to Identity and Access Management (IAM)

« Understanding |AM and Its
Importance in Cybersecurity

« Basic Concepts and Terminology
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Basic Concepts of IAM

+ ldentity Management:

- Definition: The process of identifying individuals within a system and
controlling their access to resources.

- Components: User identities, authentication, and authorization.
- Access Management:

- Definition: Ensuring that the right individuals access the right resources
at the right times.

- Principles: Least privilege, role-based access control (RBAC), and
segregation of duties.

- Authentication and Authorization:

- Authentication: Verifying the identity of a user (e.g, passwords,
biometrics).

 Authorization: Granting or denying access to resources based on user

permissions.
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IAM Tools and Technologies

« Tools:

- Single Sign-On (SSO): Allows users to authenticate once and gain
access to multiple systems.

- Multi-Factor Authentication (MFA): Requires multiple forms of
verification.

- Identity Governance and Administration (IGA): Manages user identities
and access permissions.

- Technologies:

- Directory Services: Centralized databases that store user information
(e.g., Active Directory).

- Federation Services: Enable single sign-on across different domains
(e.g., SAML, OAuth).

- Access Management Platforms: Comprehensive platforms that manage

identities and access (e.g., Okta, Ping Identity).
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Best Practices for Managing Identities and Access

- ldentity Lifecycle Management:
- Onboarding: Ensure proper creation and assignment of user identities.
- Offboarding: Promptly deactivate access for departing employees.

« Regular Reviews: Conduct periodic access reviews to ensure
appropriate access levels.

 Access Controls:
 Role-Based Access Control (RBAC): Assign access based on job roles.

- Least Privilege: Grant users the minimum access necessary for their
roles.

« Monitoring and Auditing:
« Activity Logs: Maintain logs of user activity and access.
« Regular Audits: Perform regular audits to detect and address

unauthorized access.
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